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V] N
Goal of Open Event Expression
Language (OEEL)

Enable EMAP parsing logic authoring and parsing logic migration and
sharing activities.
Enable third party tools to transform proprietary log data into a
standardized event data model.
Decouple from event producer to increase adoption of standardized event
model in legacy environments (i.e., without the need to update all legacy

code).
To this end, we need a standardized expression language for log

transformation logic to support decoupled translation of proprietary log
data to a standardized format.

OEEL
Instructions

This is what we are
attempting to standardize.

Standardized
Log Format
(The Output)

VY

OEEL Validated Product
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Event
Aggregation Tool

» Workflow diagram represents most
generic use case. Many actions
depicted may operate in pipeline-
type fashion depending on specific
use case (e.g., system may filter
events before applying correlation
rules).
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Parsing could also
happen at query
execution!

We want to enable
this, regardless of
where the parsing
actually occurs



We are trying to standardize the data
exchange, not the implementation

Data exchange happens at the interfaces
between systems.

The models required to ensure consistent
semantics across system boundaries may be

more expressive than the code needed to execute
the models.

It is expected that proprietary tools optimize these
exchange models for execution.

We still must ensure that our data exchange
models may be optimized for performance.
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Goal of this Meeting

Brief Ideas: present initial ideas relating to how an
OEEL data model may look, as well as the
complexities related to standardizing log parsing
Instructions across a variety of disparate proprietary
syntaxes.

Solicit Feedback and Requirements: Developer
Days Is about discussion; we need to better
understand the community’s requirements in this
area, and hear your feedback on our initial ideas.
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Cross-Cutting Discussion Issues

Is this the right approach?

Either relating to the entire OEEL concept, or just a
specific detall.

If it is not, please tell us why.

Does something else already do this?
We would rather not re-invent the wheel.

If you are aware of something fulfilling parts of what is
being discussed please tell us.

Will this work in an operational environment?

Questions of scale and performance are critical to
success.

If something is not operationally feasible, please tell us
why.

08/30/2011 2011 EMAP Developer Days



OEEL Content Dissemination Approaches
(context for later discussion)

Assuming there are OEEL validated products
that are able to consume and execute OEEL
parsing instructions. There are three core ways
to disseminate content:

Global Content Dissemination: Some knowledge
repository (e.g., nvd for logs) provides global OEEL
files, mapping each OEEL file to the CPE it is written
for.

Local Content Dissemination: Organizations create
their own OEEL content for proprietary products, or to
deal with customized logging.

Hybrid: There is always a hybrid.
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Let’s start with a “simple” case

- — [19-4pr~-2010:04:36:15 —-0700] "GET ~feed~ HTTP-1.1" 200 16405 "-" "Apple—PubSubs65 12 1" CAnEd4qosdQ4iAFP1DhAAAAAL 3822005
- — [19-Apr~-2010:07:05:25 —-0700] "GET ~feed~- HTTF~1.1" 200 1le&05 "Apple—PubSub-65 12 1" c@FurwvoddQ4AAFPREOYAAAAC 3043815
- — [19-4pr~2010:07:33:47 —-0700] "GET ~feed~ HTTP~-1.1" 200 16405 "-" "Apple—PubSubs65 12 1" 2UiswgoddQ4AAFPIERTAAAAD 4687677
[19-Apr~-2010:08:02:10 -0700] "GET ~fesd~ HTTE~1.1" 200 le&05 "-" "Apple—-PubSub-65.12.1" P=oODgodi(Q4AAEPAELIQAAAAE 717069
1?4 - — [19-Apr-2010:08:26:30 -0700] "GET http: ~proxyjudgel proxyviire net-fastenv HTTP-1.1" 404 1466 "-" "Hozilla~4. 0 {(compatible:
- — [19-4pr~-2010:08:30:12 -0700] "GET ~feed~ HTTP-1.1" 200 16405 "-" "Apple—PubSubs65 12 1" ocmOwclodAQ4AAFY@WELAAAAR 4159446
i0.0.1.2 - — [19-4pr-2010:08:58:45 —0700] "GET ~feed- HTTP~1.1" 200 les05 "-" "Apple—FubSub-E5.12 1" CStxswolhi(Q4AAEPIDIAAAAAL 3884272
221.192.199.35 — — [19-Apr~-2010:09:23:37 —-0700] "GET http: swww want=sfly. com pr=?.phpthash=FABEBA3E72D135F1018046CC4005088B36F8DOBEDCEAT HTTE-
10.0.1.2 — - [19-Apr~-2010:09:27:32 —0700] "GET ~feed~ HTTP~-1.1" 200 16605 "-" "Apple-PubSub-65.12.1" cBLKGwolAQ4AAEPIERMAAAAD 9292993
mm.o0.1.2 - - [19-4pr-2010:09:56:24 —-0700] "GET ~feed~- HTTF~1.1" 200 le&05 "Apple—PubSub-e5 12 1" 10@0@FAcAAQ4AAFPAEITAALLE 2076960
1n.0.1.2 - - [19Apr~-2010:10:25:05 —0700] "GET ~feesd~ HTTP~-1.1" 200 16605 "-" "Apple-PubSub-65. 12 1" PeXflloddQ4AAFRYAWE-AALLE 4302764
mm.0.1.2 — — [19-Apr~-2010:10:54:12 —0700] "GET ~feed- HTTP~-1.1" 200 16605 "-" "Apple-PubSub-65.12 1" pgawPgoddQ4AAFPIDiEAAALL 18RRZ292
190 167 .70 .87 - — [19-Apr~-2010:11:16:57 -0700] "GET .~ HTTR~-1.1" 200 3666 "—" "Hozillars5.0 (Windows: U: Window= HT §5.1: =n-US) AppleW=bEit-G3:
10.0.1.14 — - [19-Apr~-2010:11:16:59 -0700] "POST ~yp-cron.php?doing wp cron HTTE-1.0" 200 — "=-" "WordPres=-2.9.2. http:- wuw.domain.org" 94ht
201,229 176 . 217 — — [19-Apr-2010:11:18:58 -0700] "GET » HTTP~-1.1" 200 3666 "-" "Mozillas5. 0 (Windows: U; Windows HT 5.1; e=-E5; rv:1.9.0.19)
0.0.1.2 - — [19-4pr-2010:11:23:21 -0700] "GET ~feed~ HTTE~1.1" 200 16605 "Apple-PubSub-65 .12 1" D1ATAgoddQ4AAFPIDIQAALLL 2BRA22
mm.o0.1.2 - - [19-4pr-2010:11:52:29 —-0700] "GET ~feed~- HTTF~1.1" 200 1le&05 "Apple—PubSub-65.12 1" doEnEQobAQ4AAHBLZAgTAALAG 3090257
208.80.69.69 - — [19-Apr~-2010:11:59: 06 -0700] "GET »~ HTTP-1.1" 200 3666 "-" "Mozillars5.0 (Macintosh: U.: Intel Mac OS5 X 10_6_2; en-us) AppleWe
208.80.69.69 - — [19-Apr-2010:11:59:15 -0700] "GET ~logins HTTE~1.1" 200 3190 "http:.- vwwy.domain.orgs" "Mozillars5.0 (Macintosh, U; Intel Mac
208 .80 .69.69 — — [19-Apr~-2010:11:59:44 —-0700] "GET ~=ignup~- HTTP~1. 1" 500 15427 "http: - ryww. domain. org-logins" "Hozilla~<5. 0 {(Hacintosh: U; Ir
208.80.69.69 — — [19-Apr-2010:11:59:44 —-0700] "GET ~=ignups HTTP~1.1" GO0 15427 "http:-rwww. donain. org-logins" "Hozilla~s5.0 (Hacintosh: U: Ir
208.80.69.74 — — [19-Apr~-2010:12:06:54 -0700] "GET ~feed- HTTP-1.1" 200 14605 "-" "Apple-PubSub-65. 12 1" gglyghoAAQ4AAHnEITEAALAF 21342G54
208.80.69.74 — — [19-Apr~-2010:12:06:54 —-0700] "GET ~feed- HTTP~-1.1" 200 14605 "-" "Apple-PubSub-65. 12 1" ggPlIQcAAQ4AAHnDDEwaAAAE 2749696
10.0.1.2 — — [19-Apr~-2010:12:21:40 —0700] "GET ~feed~ HTTP-1.1" 200 16605 "-" "Apple-PubSub-65.12.1" 3tHOEgoAAQ4AAHOKGoUAAAAF 589449
208 .80 .69.74 — — [19-Apr~-2010:12:36:56 —-0700] "GET ~feed- HTTP~-1.1" 200 14605 "-" "Apple-PubSub-65 12 1" FEH-JwoAAQ4AAHpnEBTAAAAC 942840
208.80.69.74 — — [19-Apr-2010:12:36:56 —-0700] "GET ~feed- HTTP~-1.1" 200 14605 "-" "Apple-PubSub-65 12 1" FEIzHwoAAQ4AAHpoEZAAAAAD 987956
mm.0.1.2 — - [19Apr~-2010:12:50:26 —0700] "GET ~feed- HTTP~-1.1" 200 16605 "-" "Apple-PubSub-65.12 1" Eb93ulodid04AAHppEighAidiE 849321
208.80.69.74 — — [19-Apr~-2010:13:06:58 -0700] "GET ~feed- HTTP~-1.1" 200 14605 "-" "Apple-PubSub-65 12 1" gOMOxicAAQ4AAHprEvgidddF 926978
208.80.69.74 — — [19-Apr~-2010:13:06:58 -0700] "GET ~feed- HTTP~-1.1" 200 16605 "-" "Apple-PubSub-65. 12 1" gOM9EqoAAQ4AAHpIDAEARAAL 1011428
1mm.0.1.2 — - [19Apr~-2010:13:19:34 —0700] "GET ~feed- HTTP~-1.1" 200 16605 "-" "Apple-PubSub-65.12 1" rezVhioddQ4AAHpIDALAAALL 989476
208.80.69.74 — — [19-Apr~-2010:13:37:01 -0700] "GET ~feed- HTTP~-1.1" 200 14605 "-" "Apple-PubSub-65 12 1" TEAfAA-AAQ4AAHCZID=AaAAAT 3213791
208 .80 .69.74 — — [19-Apr~-2010:13:37:01 -0700] "GET ~feed- HTTP~-1.1" 200 14605 "-" "Apple-PubSub-65 12 1" 7ESTAO0AAQAAAHZGC=zAAAAAG 4295063
1n.0.1.2 - - [19-Apr~-2010:13:43:42 —0700] "GET ~feesd~ HTTP~-1.1" 200 16605 "-" "Apple-PubSub-65.12 1" FhdlgQoddQ4AAHZTDwEAALAT 3594386
208.80.69.74 — — [19-Apr~-2010:14:07:02 -0700] "GET ~feed- HTTP~-1.1" 200 16605 "-" "Apple-PubSub-65. 12 1" V7DE9golAAQ4AAHGRCIAAAAAF 2391583
208 .80 .69.74 — — [19-Apr~-2010:14:07:02 -0700] "GET ~feed- HTTP-1.1" 200 14605 "-" "Apple-PubSub-65 12 1" VIFiGgoAAQ4AAHSMCBwAAAAE 2714410
1n.0.1.2 - — [19-Apr~-2010:14:17:52 —0700] "GET ~feesd~ HTTP~-1.1" 200 16605 "-" "ipple-PubSub-65. 12 1" fm(InQodidQ4AAHEnFT=AAMAT 767014
208.80.69.69 — — [19-Apr~-2010:14:25:46 -0700] "GET ~ HTTR-1.1" 200 3666 "-" "Mozilla-5. .0 (Macintosh: U. Intel Mac 05 X 10_6_2. en-us) AppleWe
208.80.69.69 — — [19-Apr-2010:14:25:48 -0700] "GET ~logins HTTE~-1.1" 200 3190 "http:-swwy domain orgs" "Hozillas5.0 (Macintosh: U: Intel Hac
N8 AN A9 T4 — — T1944m+201N-14-37- N4 —N?NN1T "RFT Afe=ds HTTPA1 1" 200 1ARANE "=" "Armle—PuhSohsAAR 12 1" mwiVhwnd ANAALARGEFr—A2A0H 17373060177

123 4.5
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Log Source: Apache HTTP Server 2.0 — honeynet challenge
(http://honeynet.org/challenges/2010 5 log mysteries)
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http://honeynet.org/challenges/2010_5_log_mysteries

NIST

Mapping Apache Access Log to
CEE Format

Native Log:

10.0.1.2 - = [19/Apr/2010:06:36:15 -0700] "GET /feed/ HTTP/1.1" 0 16605 "-" "Apple-PubSub/p5.12.1"
CEE Field
Names:

src_ipvé4 ?identd? eff name ?request? ?http status? file bytes ?referrer? ?user agent?

CEE Tags: i '
ags Will require some type of

conditional logic

action=get status=success

CEE JSON Expression:

{"Event":{“src ipv4”:710.0.1.2"7,"time":"2010-04-19T06:36:15-07:00", "action": [“get"], “status":[“success"],
"?request?”:”GET /feed/ HTTP/1.1”:”?http status?”:7200”:”file bytes”:716605”:”?user agent?”:”Apple-
PubSub/65.12.1"7}}

9 08/30/2011 2011 EMAP Developer Days



NIST

Simple Model (1 of 4) — The High
Level

<oeel> |
” t d-tordt P > Transform based on
sStruc urg ex ransrorm OEEL rules, XSL

T ="http://emap.nist.gov/../input/ap 0/"> transform type also

exists, more on that
later.

t-input>

-output ="http://emap.nist.gov/../output/cee/apache=

Defines the structure of the
input apache log, identified in
a globally unique way to
enable content management.
More on this in next slide.

—output>
</rule-transform
</oeel>

Defines how the output
format for the new log, also
identified in globally unique
way. More on this in next
slides.

08/30/2011 2011 EMAP Developer Days
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NIST

Simple Model (2 of 4) — Defining
the Input Structure

Regex patterns to be
used throughout the
text-input declarations,
always referenced via
their IDs.

<text-input id="http://emap.nist.gov/oeel/instance/input/apache-v2.0/">

<input=
<field-pattern id="NonWhiteSpace" input-pattern="(\S+)"/>
<field-pattern id="InBrackets" input-pattern="(\[["\]]+\])"/>
ield-pattern id="InQuotes" input-pattern="..."/>
</input-pattern

<:ff§§f§;i§?ord record-delimiter="U+000D" f'cWﬂ—ch'mchi?fﬁﬁigt::::>\\\\\\4
innut-tvpe="text/plain"> i o
<input-field field-pattern-i1d="NonWhiteSpace" name="input.ipaddr" Defines the record delimiter

. as a carriage return and the
. Slée:"léf/>; B . . . . . " field delimiter as a
<1nputfﬁ1el? Iielu—pdttern—ld: NonWhiteSpace" name="input.ident whitespace. Individual fields
size="20"/> may override the field
delimiter by specifying a
regex pattern to use in
obtaining the field value.

name="input.effName" size="10"/>
<input-field field-pattern-id="InBrackets" name="input.time"
size="25"/>
<inpu : ield-pattern-id="InQuotes" name
size="512" quoted="U+0022"/>
<input-field field-pattern-id="NonWhiteSpace"
name="input.http status" size="10"/>

P |

Defines the structure of an
individual field, also assigns it

<input-field field-pattern-id="NonWhiteSpace" name="input.size" a name that will be
. size= "1 O '.' /> 7 . . referenced in the output
<input-field field-pattern-id="InQuotes" name="input.referrer" directives.

size="512" quoted="U+0022"/>
<input-field field-pattern-id="InQuotes" name="input.userAgent"
size="512" quoted="U+0022"/>
</input-record>
</text-input>

08/30/2011 2011 EMAP Developer Days



Simple Model (3 of 4) — Defining a
Text Output Structure

<text-output
<!-- not JSON,

"http://emap.nist.gov/oeel/../apache-v2.0">
older CEF structured txt bhased svynta

Defines the record
syntax —-->

delimiter as a carriage

put-record Lo e U+000D U+002 return and the field
— = delimiter as a
@_t?Xt [ceeC... "/> , , whitespace.
<output=fietd Y ojee—tpved "input: " />
<output-field 1o dentdol Uinpyt ident"/>
<§££§£EEEE§ld "eff name" "input.effName"/>
T Ability to output arbitrary text
<output-field "sction"> values where needed. This is
<!-- extract the first word from the variable for evaluating against the conditions useful in the context of
<value "input.request" "N ([A-Za-z]+) "> defining different syntaxes.
<if "GET">get</if>
<if "POST">post</if>
. Each output field name joined
</value> to corresponding value
</output=£fie through a ‘='. Value comes

eatput-fiel "status">
<value "input.http status">
<if "200">success</if>

<if "400 ">error</if>

</value>
</output-field>
<output-text
</output-record>
</text-output>

H] H/>

12

08/30/2011

from variable defined in input
section (enforced through
xsd:key and xsd:keyref
constructs).

Ability to output different
values based on simple
conditional logic.

2011 EMAP Developer Days
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Simple Model (4 of 4) — Defining an
XML Output Structure

<xml-output "hitp://emap-nistgovioeets—rr~ xml/apache-v2.3" >
xml-output-record "http://cee.mitre.org"
"cee" "event" "text/xml

<output-element STC _1pvat *tmput. ipaddr" />

<output-element Doidentdot "input.ident"/>
<:ZE££§££:§lement "eff name" "input.effNane />
<output-element "action"> \\\\\\\\\\\\\\\\‘4 Value comes from variable

<l-- extract the first w Variable 1or evaluatd the conditions --> defined in input section

. N (enforced through xsd:key
n " n _ _
1nput.requesF ([A-Za-z]+) and xsd:keyref constructs).
"GET">get</1f>

<if "POST">post</if>

Defines the document
root element, and the
atomic CEE event
element.

">

</va Ability to output different
</output-element> values based on simple
<output-element "status"> conditional logic.
<value "input.http status" "M [A-Za-z]+)">
<if "200">success</if>
<if "400 ">error</if> ’i Possible to define n number
cee of output types, depending on
</value> community need.

</output-element>
</xml-output-record>
</xml-output>

08/30/2011 2011 EMAP Developer Days



Should We Make OEEL Output
Model CEE Specific?

Pros:
Simpler output model.

No need to define multiple types of output
syntaxes, just record CEE fields and tags and
point to CEE CLS spec for formatting instructions.

cons:
Tight-coupling with CEE.

No way to use OEEL with other types of
translation.

14 08/30/2011 2011 EMAP Developer Days
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Caveat

The remaining slides assume a CEE specific
output model for ease of illustrating

examples. This DOES NOT mean that OEEL
has to be CEE specific.

15 08/30/2011 2011 EMAP Developer Days



Why “simple” cases are not
simple

Customization creates complexity:

10.0.1.2 - - [19/Apr/2010:06:36:15 -0700] "GET /feed/ HTTP/1.1"™ 200 16605 "-" "Apple-PubSub/65.12.1"

T~

Defined by: “LogFormat "$h %1 %u %t \"sr\" %>s %b \"${Referer}i\" \"${User-agent}i\"" combined’

10.0.1.2 - - [19/Apr/2010:06:36:15 -0700] "GET /feed/ HTTP/1.1" 200 16605| referrer and user-agent data removed

T~

Defined by “LogFormat "$h %1 %u %t \"%r\" %>s %b" common’

LogFormat directive is declared in apache

config file, controlled by sys-admin, not an
OEEL content writer.

Apache Is an easy one.

16 08/30/2011 2011 EMAP Developer Days
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How to deal with customization (1
of 3)7?

Solution 1: Do nothing:

Create global-level content that includes all possible
log fields.

Allow local content disseminators to customize content
based on environment.
Solution 2: Profiles to associate rule-sets with
common formatting schemes:

At global content level, only worry about low hanging
fruit, let organizations customize local content.

This will not scale with the permutations of all different
arrangements of fields.

08/30/2011 2011 EMAP Developer Days
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How to deal with customization (2
of 3)7?

Solution 3: Associate parsing instructions with
formatting directives (see next slide for example):

Pros:

Fairly scalable from a content management perspective.

If done right, this can be extremely flexible. Global content will
contain instructions on all atomic formatting directives and OEEL
validated products can apply this to disparate local cases.

Cons:

Will not work for OEEL products that do not have access to Log
Producer. There will be no way to analyze actual formatting
directives.

Model may get rather complex for products other than
Apache.

08/30/2011 2011 EMAP Developer Days
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How to deal with customization (3
of 3)? — Solution 3 Example

<structured-text-transform> References some sort of
<customization-directive check mechanism that
"http://emap nist—gow 1 fewstomirationlapache=u2 0/"> specifies how to find the
q&ﬁlocation "some query def customization directive on
s back the LogFormat string"/> Log Producer (OVAL?).

This example is apache
specific, would need to
make model more generic.

<directive-parsing-instructions "U+0020">
<it e
<input-field "NonWhiteSpace"

"15"/>

<output-field N sre—dpwd!
Information on how to break
"eIv> apart the format directive
<input-field "NonWhiteSpace" "20"/> (whitespace delimited in this
<output-field "?identd?"/> case).

<if RS

Translation instructions tied

<input-field "NonWhiteSpace" "1o"/> . .
. " " specifically to formatting
<output-field status"> ) .
" s " wA directives. Tool would have to
<value input.http status ([A-Za- . .
214) "> - determine how the formatting
<if "200">success</if> directives are actua!ly
<if "400 "Serror</if> arranged and compile the
instruction set accordingly.
</value>
</output-field>
</if>

</directive-parsing-instructions>
</customization-directive>
</structured-text-transform>

08/30/2011 2011 EMAP Developer Days



Now let’s look like at a more

NISI

complex log (semi-structured text)

auth.log
Har 16 08:12:04 app—1 login[4659]: pam_unix(login:.session): session opened for user userd by LOGIH(uid=0)
Mar 16 08:12:09 app-1 =sudo: uzeri : TT¥=ttvl ; PUD=rhome-u=szeri ; USER=root ; COMMAND=-bin-=zu
Har 16 08:12:09 app—1 sudo: pam unix(=udo:session): session opened f{or user root by user3{uid=0)}
Har 16 08:12:09 app—1 sudo: pam_unix(=udo:session): session closed {or user root
Mar 16 08:12:09 app—-1 =u[d4679]: Succes=ful =u for root by root
Har 16 08:12:09 app—1 suld679]: + ttvl root: root
Har 16 08:12:09 app—1 sulde79]: pam_unix{=u =es=sion). =esszion opened for user root by userd{uid=0)
Har 16 08:12:13 app—1 groupadd[4691]:. new group: namnse=userd,. GID=1001
Mar 16 08:12:13 app—-1 useradd[4692]: new user: namnse=userd, UID=1001., GID=1001, home=-home-userd, =shell=-bin-bash
Har 16 08:12:17 app—1 passwd[4695]: pam_unizx{passwd.chauthtol): password changed {or userd
Har 16 08:12:22 app—1 chin[4696]: changed user "userd' information
Mar 16 08:12:31 app-1 userdel[4700]: delete uszer " userd’
Har 16 08:172:31 app—1 userdel[4700]: removed group “userd' owned by “userd'’
Har 16 08:12:38 app—1 groupadd[4702]. new group: name=userl. GID=1001
Mar 16 08:12:38 app—1 useradd[4703]: new user: name=userl, UID=1001, GID=1001, home=-home-uszerl. =shell=-bin-hbash
Har 16 08:172:44 app—1 passwd[4706]: pamn_uniz=i{passwd: chauthtol): password changed for userl
Har 16 08:12:46 app—1 chin[4707]: changed user "userl' information
Har 16 08:12:49 app—1 chin[4708]: changed user "userl’' information
Mar 16 08:12:55 app—-1 groupadd[4710]: new group: namne=users, GID=1002
Har 16 08:12:55 app-1 useradd[4711]. new user: name=suser?, UTID=1002, GID=1002, home=~home-useriZ, shell=-bin-bash
Mar 16 08:13:00 app—1 passwd[4714]: pam_unix(passpd:chauthtok): passvord changed for user?
Mar 16 08:13:02 app—1 chin[4715]: changed user "u=ser:!' information
Mar 16 08:17:01 app—1 CRON[4716]: pam_unixicron:ses=sion): session opened for user root by (uid=0)
Har 16 08:17:01 app—1 CRON[4716]: pam _unixi{cron:ses=ion): ses=zion clozed for user root
Mar 16 08:25:22 app—-1 useradd[4845]: new user: namnse=sshd, UID=104, GID=65534, home=-var-run-sshd, =shell=-u=sr-shin-nologin
Mar 16 08:25:22 app—1 usermod[4846]: change user "=shd' pa=zsword
Har 1o 08:25:22 app—1 chage[d4847]: changed password expiry for sshd
Har 16 08:25:22 app—1 ==hd[4884]: Server listening on ;: port 22.
Mar 16 08:25:22 app—1 ==shd[4884)]: error: Bind to port 22 on 0.0.0.0 failed: Addre=ss already in use.
Har 16 08:26:06 app—1 ==hd[4894]: Accepted password for userd from 192 168.126.1 port 61474 ==h?
Har 16 08:26:06 app—1 ==hd[4896]: pam_unixi{sshd:.=ses=ion): =ses=zion opened for user userd by {(uid=0)
Mar 16 08:27:37 app-1 =sudo: uzeri : TTY¥=pt=-0 ; PUD=-home-useri ; USER=root ; COMMAND=-bin-szu
Mar 16 08:27:37 app—1 sudo: pam_unix({=udo:session): sess=ion opened for user root by user3iuid=0)
Har 16 08:27:37 app—1 sudo: pam_unix(=udo:session): session closed {or user root
Har 16 058:27:37 app—-1 su[d4913]: Succes=sful su for root by root
Mar 16 08:27:37 app-1 =u[4913]: + pt=s0 root:root

Log Source: auth.log - honeynet challenge
(http://honeynet.org/challenges/2010 5 log mysteries)

08/30/2011
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Our simple model can’t handle this
semi-structured text.

In access logs, every event (i.e., every line) Is a
member of the same low-level event class.
Each event represents a single access to the server.
Each event has the same syntax and properties.

In logs like auth.log, every event (i.e., every line)
belongs to the same high-level category of
events (e.g., authentication events).

However each atomic event may belong to a different
low-level class.

Each atomic event may represent a different “thing”
and may have different syntax and properties.

Not possible to simply capture line-to-line
translation instructions.
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Patterns do exist though!

auth.log |
Mar 16 08:12:04 app—1 |login[4659]f pam_unizx{login:=session)| LOGIH{nid=0
Mar 16 08:12:09 app-1 |zudo: ugsrd . TT¥=ttvl ;| PWD=-home-u=zer3 ; USER=root : COMMAHD=-big-=u
Mar 16 08:12:09 app-1] j=udo: pam_upix{=udo: ses=sion) lon opened for pssr oot by uszer3{uifd=0)
Mar 16 08:12:09 app—1 j=udo: pam_upix(sudo: 55551Dn)| e==iohn closed for user rDDt
Mar 16 08:12:09 app-1l jl=u[4679]: Sphcces=sful su for root by root
Mar 16 08:12:09 app—1 |=u[4679]: 4| ttvl root: root
Mar 16 08:12:09 app-1j=u[4679]: phn_unixi=u se==Jioni . =e==jon opened for user ru:nj by user3fuid=0)
Mar 16 08:12:13 app—1 |groupadd[46pl]| new group: name=uszerd.  GID=1001
Mar 16 08:12:13 apr—1 [useradd[469F] | new user: name=userd, UID=1001, GIDNIO0l. homk=-<home-ugerd, shell=-bin

» Some fields are static
throughout the log (they
are normally on the left.)

* These fields create a
context that determines the
possible patterns of fields
that will follow (tree-like data
structure)

Log Source: auth.log - honeynet challenge
(http://honeynet.org/challenges/2010 5 log mysteries)
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» These fields have a
specific patterns that can be
used to write translation
instructions. It is a matter of
understanding the context to
know what patterns to
search for.
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" NIST
For example, consider some patterns
around the ‘login[ ]’ context

Native Log:

Mar 16 08:12:04 app-1|login[4659] 4 |pam unix(login:sessiqn) : |session opened for user user3 by LOGIN (uid=0)

Mar 18 09:41:54 app-1|login[4673] 4 |pam unix (login:auth) i chec* pass; user unknown

Mar 18 09:41:54 app-1|login[4673] 4 |pam unix (login:auth) i authkntlcatlon failure logname=LOGIN uid=0 euid=0 tty=ttyl
T

T T
|Mar 18 09:41[:56 app-1 loqin[46"l3]: FAILED LOGtN (1) on 'ttyl' FOR UI\fKNOWN User no’t ]lnown to the underlying authentication module

Instruction Jree:
Every |_mstruction block ]

\\4

contains data on how
to extract value from
line, and how to
translate specific value
into correct CEE fields
and tags.
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NIST

Possible XML Representation of
Instruction Tree (1 of 3)

<semi-structured-text-transform> First two fields are
- static, simply define
1c-field>

how to parse, and

<input-field "dateTime" "15"/> what CEE fields they
_£1 "ipe"/> should be output to
. ) field tine"/ (this should probably
</static-field> use simple model from
<static-field> before).
<input-field "NonWhiteSpace" "15"/>
<output-field "hostname"/> Top level instructions defining
</static-field> the root contexts from which
- . - to start navigating down an
vel-parsing-instructions> instruction tree.

<instruction "loginInstruction"/>
struction "failedLoginInstruction" All actual instruction

</top-level-parsing-instructions> declarations and parent/child
< on-declarations> relationships defined here.

Match tests describing how to
decide if instruction is valid,
and commonly used field-
patterns.

transform 2011 EMAP Developer Days
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NIST

Possible XML Representation of
Instruction Tree (2 of 3)

<instruction-declarations> Parsing instruction for
<:::f?fffiig—lnstruction "loginInstruction" top-level Login
"loginTest"> context.

ction
<capture-group>
!-— what to do with the first capture group -->

<output-field "pid"/>
</ca Eirgj roii pid"/ \l Instructions on how to use a
D J P regex (not defined) to extract

</i
/instruction the PID, as well as what CEE

"pattern to pull pid from login co !

<children> . o
<child "pamUnixInstruction"/> field name to assign it to.
</children>
</parsing-instruction>
<parsing-instruction "pamUnixInstruction"

mUnixTest">

<children>
<child "sessionOpenedInstruction" Child relationship
</children> declarations form tree. See
</parsi i iction> next slide for
<parsing-instruction "failedLoginInstruction" sessionOpenedinstruction.
"failedLoginTest">
<children>
<child "
</children>

</parsing-instruction>
</instruction-declarations>
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Possible XML Representation of
Instruction Tree (3 of 3)

<instruction-declarations> lllustrating that
... multiple capture
<parsing-instruction id="sessionOpenedInstruction" groups may be used in

a regex to pull out
multiple disparate
CEE fields.

="pattern to break up log strimm~for session

ays output regardless of what regex returns -->
<output-field ="action" ="open"/>
<capture-group>
Z!-- first capture group will be username (user3 in slides example) -->
<output-field ="eff name"/>

</capture-group>
<capture-group>
<!-- second capture group will be grantor (LOGIN in slides example) -->
<output-field ="eff grp id"/>
</capture-group>
<capture-group>
<!'--N(hird capture group will be uid (0 in slides example) -->
<output-field ="eff id"/>
capture-group>
</instrucThen
</parsing-instruction

</instruction-declarations>
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The patterns can be captured In
XML, but will this be useful?

Previous examples may be extended to
support multiple output types and more
robust testing and value extraction capability.

This model is semi-complex.

Is it too complex to be useful (run-time vs batch
processing scenarios).

What other ways exist to express these complex
patterns and instruction sets?
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How do we classify input types to
help organize data model?

We have discussed two possible types of
Input, but there are sure to be others:
structured text (first example)
semi-structured text (second example)
non-structured text
XML
Other?

How do we design a model in a way that
allows each disparate input type to have
uniqgue transformation models if needed?
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High Level View — Assign each disparate
Input type a unique transform model.

Root Element — [ TransformType

Abstract  true

The container of all OEEL transformation directives. This is
an ab=tract type that provides the base exdension point...

= substitutions )
tran=sfarm ’ hbinary-transform JE’ EaCh type Of
@ Type TransformType [ & L Tvpe  BinaryTransform |nput haS
Abstract  true = - .
’ zemi-structured-textdransform J@ unlque model
k_T':.-'F:uE: SemiStructuredTexdTranstormType . .
for specifying
’ structured-texttransform ]@ transformatlon
.m S k_T':.-'pe StructuredTextTransformType . .
) directives. The
L':T_I_lr::: ot an Y wsht-transfarm t Id
OEEL k_T':.-'pe KeitTransfarmType neX S I eS
document. It — discuss these
containzs the
log k"‘—*@ constraints |n detall

transformation
directives.

[] TransformType

Abstract  true

The container of all OEEL transformation directives. This is an
ab=tract type that provides the base extension point...

29 08/30/2011 2011 EMAP Developer Days



tructured Text Transform —
iImple model may work here

[ StructuredTextTransformType
Basze Type  TransformType

Same mOdeI aS |:| TransformType (extension base)
H Abhstract  true
presented in
The container of all OEEL transformation directives. This is

initial Slides an abstract type that provides the base extension point...
.

[] InputDefinitionType
Abstract | true

@ attributes

The container of all DEEL input processing directives. This

Rutceliglicy iz an abstract twpe that provides the base extension point...

Type InputDefinitionType

Abstract  true = = =ubstitutions
[s‘truc‘tured-text-transfnrm ]

Type StructuredTextTransformType

Y test-input
Type TextinputDefinitionType

2 substitutions

[text-output ]
- A
autpLt-definitian - Type TextOutputDefintionType
Abstract  true . - B Wr e

Type  XmlOuputDefintionType

Fule-based transformation directives; captures rules associated with transforming an input event record to an output...

@ Substitution Group
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Semi Structured Text Transform — Design
transform on context-aware instruction trees

Every [Tinsiruction block ]

contains data on how
to extract value from
line, and how to
translate specific value
into correct CEE fields
and tags.

N
7

N
e

* NOTE: no schema for this exists yet
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Text-Based — Unstructured

Fully unstructured text is equivalent to
natural language logs.

No discernable patterns, or a set of patterns that
IS too large to enumerate efficiently.

Presents a machine-consumption problem similar
to those that natural language processing (NLP)
computer scientists have been struggling with for
decades.

|deas?
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XSLT Transform —Is it enough to just
delegate to XSLT for XML-based input?

£5L-based transfarmation directives; this type MUST be used whenewer
the input event record is represented in ML, This...

[] ®shTransformType
Baze Type | TransformType

|:| TransfarmType (extension base)

| Abstract

true

The container of all QEEL transformation directives. This is
an abstract type that provides the base extension point...

— 3 aftributes

xst-transtarm
(A (= Substitution Group

Type XshTransformType
@E} xsht: styleshest 1) @'

X5L-based transformation directives; this type MUST be used
whenewver the input event record is represented in XML, This...

@ Substitution Group
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How to associate an OEEL file to a
product class?

From a global content dissemination
perspective, every OEEL document must
relate to a specific class of product.

For example, the initial sample is only for Apache
HTTP Server 2.0.

It may also be possible to associate a single
OEEL document with a set of product classes if
logging does not change across disparate
versions.

CPE 2.3 and ISO 19770-2 both offer
mechanisms for encoding this relationship.
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IS many-to-one event record
translation required?

All previous examples assumed that one
proprietary event record (i.e., one line from a
log) should be translated into a single CEE
event record.

Do scenarios exist where multiple proprietary
event records (i.e., multiple lines from a log)
should only be translated into a single CEE
event record?

May occur when a proprietary log uses multiple
lines to express a single event.

How to support this if needed?
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Is there a way we can get away
from regex?

deas presented rely heavily on regex to

nerform the actual parsing. While extremely
powerful, regex-based content can be hard
to read and manage. Is there a better way?
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What are the requirements for
making future decisions?

Expressiveness/Completeness of data
model?

Efficiency of data model when translated to
executable code?

Extensibility of the data model?

Modularity of the data model (e.g., some
tools may not want to support all translation

types)?
Others?
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Cross-Cutting Discussion Issues

Repeated from the beginning.

Is this the right approach?

Either relating to the entire OEEL concept, or just a specific
detall.

If it Is not, please tell us why.

Does something else already do this?
We would rather not re-invent the wheel.

If you are aware of something fulfilling parts of what is being
discussed please tell us.

Will this work in an operational environment?
Questions of scale and performance are critical to success.
If something is not operationally feasible, please tell us why.
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Things to think about

What type of capabilities are required for
standardized content management?

How do we enable tools to create this type of
content? Like other areas within security
automation, we need content creation tools
to make this work.

What types of standardized interfaces will
help support OEEL?
How to import OEEL content into a tool?

How to dynamically associate specific OEEL
documents with an asset on a network.
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NIST

Questions & Answers / Discussion

Paul Cichonski

National Institute of Standards and
Technology (NIST)

paul.cichonski@nist.gov
(301) 975-5259
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